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I. Scanner iAML - features 
The iAML Scanner application allows individual queries to be made on the occurrence of 

persons, entities, industries or countries on Restrictions Lists. Below is a description of the 

application's tabs. 

 

1. Messages - tab for communicating application-related messages to users. 

2. AML verification - panel designed to check the presence of individuals, entities, industries 

and countries on Restrictions Lists. 

3. Files - a possibility of downloading Restrictions Lists in the form of a file in a pre-selected 

format. This tab is only available for users who have access to the lists in the form of a file. 

4. Profile - the tab allows you to select the range of sanction lists used by the application 

and, for authorised users, allows you to generate and download the API key. 

5. Logout - button to log out of the user account. 

6. Language - possibility to select the language of the application. 

1. AML verification 

1.1. Entity 

The tab is used to determine entities for their appearance on Restrictions Lists. Based on data 

from the CRBO (Central Register of Beneficial Owners), the organization's beneficial owners 

will be revealed, which will also be subject to a check of their appearance on the Restrictions 

Lists. 
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In order to run search, it is required to enter one or more of the following data:   

a) VAT number – Entering the entity's VAT number allows a precise search in the 

Restrictions Lists. The "GUS" button allows the user to automatically complete the 

remaining data on the basis of the Central Statistical Office database. Entering the VAT 

number also allows the user to enlist data on beneficial owners who are officially 

reported in the CRBO; 

b) Entity name – supplementing the name of the entity makes it possible to search the 

company on sanction lists and the KNF (Financial Supervision Authority) warning list; 

this is an obligatory criterion; 

c) KRS –  complementing the KRS number makes it possible to search for an entity on the 

KNF's List of Public Warnings, with the reservation that not all entities have an assigned 

KRS number; 

d) PKD codes – filling in the PKD codes makes it possible to check whether a given activity 

appears on the list of high-risk industries. The format that should be entered is the PKD 

code in the structure without full stops or commas, and subsequent PKD codes should 

be separated by a space. Example of completion: 6419Z 6399Z 6391Z 6312Z 6311Z 6209Z 

6203Z; 

e) VAT account number – filling in this field makes it possible to check the presence of a 

bank account on the white list of VAT taxable persons. In order to do so, you need to 

enter a pair of data - VAT number and bank account number. In response, you will 

receive information as to whether the specified VAT number is associated with the 

specified bank account; 
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f) Additional fields: organizational form, city, postal code, street, house number, premises 

number - do not directly affect the result. They are a supplement to the entity data that 

will appear on the PDF report; 

g) Country – by selecting a country we can check whether it is on the list of high-risk 

countries.  

1.2.  Person 

This tab is used to check individuals. Below is a description of the form fields that appear: 

a) personal data (first name, second name, last name) – by entering the surname alone, it 

is possible to search on sanction lists, the PEP list, the RCA and the KNF. In the "surname" 

field, it is possible to enter all personal data. Entering a first name and a second name 

narrows down the search; last name is a obligatory criterion; 

b) birth date (YYYY-MM-DD) – adding the date of birth allows the search results to be 

narrowed down. By entering first name, surname and date of birth at the same time, it is 

possible to search for companies in which the person is a beneficial owner. However, this 

only applies to persons for whom no PESEL number was provided in the CRBO notification; 

c) PESEL – Entering the PESEL number allows us to determine the person's presence on the 

PEP, RCA list. It also allows us to search the companies in which the person is a beneficial 

owner. However, this only applies to persons for whom a PESEL number has been entered 

in the application. On sanction lists, PESEL numbers do not appear; 

d) country of residence, citizenship – selecting the country of residence and nationality does 

not narrow down the search. It is intended to check the presence of a country on the list of 

high-risk countries.  
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1.3. PKD/GEO 

1.3.1. Country 

This tab provides information on whether a country is on the high-risk list and to determine 

the category of risk assigned. Below is an example of the outcome of the search. 

 

1.3.2. PKD 

This tab gives you the opportunity to check whether an industry is on the high-risk list, 

according to the Polish classification of activities. The indicated codes are assigned to 

appropriate descriptions indicating "restrictions in activity". The example indicated explicitly 

defines that the risk applies only to luxury goods. 

 

2. Files 

The tab is used as a platform for downloading lists in the form of files, including archived lists. 

Files with PEP, RCA and sanctions lists are available with both the entire database and daily 

increments. In contrast, the lists of high-risk countries and industries and the list of FSC warnings 

only appear as a whole database. Each authorised user has the possibility to download a 

specific file up to 2 weeks back. Files are available in JSON, CSV and XML formats. There are 

currently 34 file services available, characterised by different scope, format, structure or coding.  
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NOTE: Database files are made available daily (including weekends). In order to take care of 
the validity of the data, the files should be downloaded regularly every day. 
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3. Profile 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The tab serves as a place to manage the licences held. It allows authorised users to generate 

API keys and also shows the data assigned to the account.  

In this tab, the licence administrator has the authority to manage the range of sanction lists 

against which analyses will be carried out. The selection of the range of lists by the administrator 

will affect other users using the same licence. 
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NOTE: Two mandatory sanction lists (EU and UN) are automatically assigned to the 
licence. To increase the scope of the lists, the desired lists must be added by ticking the 

appropriate checkboxes. 

 

 

 

3.1. API key generation 

To generate an API key, select the services for which the key is to be assigned, enter any key 

name and then confirm via the "Generate an API Key" button. The generated key will appear 

in the table below. To view the key, click the "unhide" button. If the user has access to file 

services, the Profile tab will contain the file authorisation key. 

 

4. PDF Report 

The user has the option of saving the result of the search in the form of a PDF file, which will 

contain precise information regarding, among other things: 

1) the user, date and time of search; 

2) search criteria, e.g. the name of the entity; 

3) a detailed search result - showing on which Restrictions List the entity or person is placed. 
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RECOMMENDATION: We recommend that you search for entities by name only, 
without legal forms, as the application searches for each element of the phrase 

entered. 

II. Interpretation of results and good practices 

1. Sanction lists 

The sanction lists include both entities and individuals. The application indicates as many similar 

hits as possible so that the user can make a final decision. Apart from the list provided by the 

Ministry of the Interior and Administration, no list has data such as VAT number or PESEL 

number. 

 

Entities: To check whether an entity is on the sanction lists, enter the correct name of the entity 

in the "entity name" field.  Then, after clicking on the "search" button, search will be executed. 

 

 

 

 

For example: "X limited liability company". 

The iAML scanner searches all four words, so it will find all limited liability companies that are 

listed and all entities that have "X" in their name. So to make the results more accurate, it is 

advisable to use the name of the entity itself. In addition, if we use the name itself we can hit the 

aliases that are found next to some records. These allow to additionally identify the potential 

entity.  

 

Individuals: We recommend that users provide only first and last name on sanction lists for full 

search. Only this data is included in all sanction lists. Searching for a person by other data may 

lead to non-appearance, despite the record being in the database. Entering a date of birth does 

not narrow down the search result. The final decision of the result is up to the user. 
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2. PEP/RCA List 

Due to the lack of complete coverage of databases with PESEL numbers and dates of birth, we 

recommend that users check using only first and last name. Any additional information 

contained in the search criterion will narrow down the results.  

 

2.1. PEP/RCA status and source 

Each time a check is executed, the user is informed of the current status of the respective 

PEP/RCA: 

a) active - in the case of PEPs, it provides information on the active holding of a politically 

exposed position. However, for RCAs, information is additionally provided on which PEPs 

(active and inactive) the RCA is currently working with and which companies it is affiliated 

with; 
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b) inactive - in the case of a PEP, it shall indicate the date from which the person ceased to 

hold a position in a politically exposed position or a close associate of the PEP. Such 

persons continue to be included in the database on the basis that, for not less than 12 

months from the date the PEP/RCA ceased to hold the position, the obliged institution 

shall apply higher risk measures to such person (transition period). Upon cessation of the 

position and expiry of the transitional period, the person shall be removed from the 

database. 

 

In addition, the publicly available source of information from which the personal data on the 

person being searched was taken is indicated. This is due to the implementation of the 

conditions for re-use based on the provisions of the Act of 11 August 2021 on open data and re-

use of public sector information. 

 

3. KNF warning list 

As there is no unified number identifying an entity (KRS, NIP or REGON) on the KNF warning 

lists, we recommend users to enter only the names of entities without legal forms and without 

additional data in the form of NIP, KRS or REGON. Each additional piece of information in the 

search criterion narrows the results. 

 

4. CRBO 
Entities: To search an entity against CRBO data, a VAT number must be provided. 
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Persons: In order to search for the real beneficiary, the PESEL number or the name and date of 

birth must be provided (in the case of persons for whom no PESEL number has been registered 

in the notification). 

In addition, the user will obtain information on related parties and their beneficiaries. The names 

of related companies will additionally be checked against the Restrictions Lists. 

  

 

 

 


